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Chief Information Officer
10 years experience in the private medical IT sector
>10 years experience in the public sector
Currently managing IT systems in 1 Oncology Research
Hospital and a network of 5 hospitals

Member of the HIMSS Italian Community Committee

KLAS International Advisory Board

NAKLAS

RESEARCH President AISIS (Italian Association of Healthcare

Information Systems Professionals) Italian CHIME Chapter

AISIS\ CPffME

INTERNATIONAL
ITALY CHAPTER
ASSOCIAZIONE | SISTEM! INFORMATIVI
ITALIANA IN SANITA

Biomedical Engineer!
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1. Terrorize you

2. Make you feel guilty
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Cybersecurity Incidents 2020-2024 @

4000 »

© Clusit - Rapporto 2025 sulla Cybersecurity
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Attack Type - 2024 @

4% 2%

@® Cybercrime 86%

¢ Hacktivism 8%

@ Espionage / Sabotage 4%
Information Warfare 2%

86%

© Clusit - Rapporto 2025 sulla Cybersecurity
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Attacked Industries/Sectors 2024 @

Multiple Targets G 17,8%
Gov/Mil/LE G 13,3%
Healthcare QS 13,3%
Financial / Insurance GEEEEEEEEED 7.3%
ICT I 7.2%
Education D 6,5%
Manufacturing  CEEEEIED 6,3%
News / Multimedia GGG 4,7%
Wholesale / Retail (D 4,2%
Professional / Scientific / Technical (NG 3,6%
Organizations D 3,6%
Transportation / Storage D 2,8%
Arts / Entertainment (D 2,5%
Energy / Utilities @D 1,8%
Telco @D 1,5%
Hospitability El» 1,5%
Other Services @D 1,3%
Construction @ 0,6%
Mining / Quarrying @ 0,1%
Agriculture / Forestry / Fishing @ 0,1%

© Clusit - Rapporto 2025 sulla Cybersecurity
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. 0,
Attacked Industries/Sectors 2020 - 2024 @ 18,9 %
growth of
cyberattachs to
2020 @ 221 @ 2022 @ 223 @ 2024 Healthcare in 2024
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M.llhple Healthcare Gov/Mil/LE Financial ICT Education Manufacturing  News Wholesale Professional
/ Insurance / Multimedia  /Retail ; %&ngl
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Attacks Geography - 2024

53
g

2outof 3

Attacks in
Europe and
Americas

+67%

attacks in
Europe

Several / Multiple
17%

© Clusit - Rapporto 2025 sulla Cybersecurity
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Attacks Geography — 2020-2024 @

2020 @ 2021 @ 2022 @ 2023 @ 2024

1226 1236
1075
8“1
s99 644
43
24
164
' ® & S0 s 17 19 15 17 25
(N N ecee®
America Europa Several / Multiple Oceania Africa

© Clusit - Rapporto 2025 sulla Cybersecurity
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Attack Type —2024

® Malware 32%

%7 Undisclosed 25%

@ Vulnerabilities 15%

@ DDoS 8%
Phishing / Social Engineering 8%

© Identity Theft / Account Cracking 6%
Multiple Techniques 5%

@ Web Attack 1%

© Clusit - Rapporto 2025 sulla Cybersecurity

Attack Types

Attack Type in Healthcare — 2024

0% 10% 20% 30% 40% 50% 60%

MALWARE 60%
UNDISCLOSED 24%
IDENTITY THEFT / ACCOUNT CRACKING 8%
VULNERABILITIES 6%

PHISHING / SOCIAL ENGINEERING 2%

© Hackmanac Global Cyber Attacks Report 2025
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Attack Type — 2020-2024
2020 . 2021 @ 2022 . 2023 . 2024
116
m 857
m
595
- 510 525
mm
320 599
1 m 200 G 1SS
90 8
3 | | | ""l ol esune
. ' eco0l
Malware Undisclosed Vulnerabilities DDoS Phishing Identity Theft Multiple Techniques Web Attack
/ Social / Account
Engineering Cracking

© Clusit - Rapporto 2025 sulla Cybersecurity
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SEVERITY refers to the impact level of a cybersecurity
incident on an organization or society.

Critical impact: Incidents with extremely serious
consequences, such as prolonged disruption of
essential services, major financial losses, large-scale
compromise of sensitive data, or systemic effects.

High impact: Significant damage, though not systemic.

This includes substantial financial losses, reputational
harm, or compromise of important business data.

Medium impact: Incidents causing moderate
disruptions or losses that are still relevant to the
organization.

Low impact: Incidents with minimal or negligible
consequences. These are now almost absent in the
analyzed sample.

Attack Severity

Attack Severity —2020-2024 S

2020 @ 2021 @ 2022 @ 2023 @ 2024

1758

1oz 1S
1015

%s
766
N s
am 52

381 349

' ' 7T s 2
® e __

High Medium

© Clusit - Rapporto 2025 sulla Cybersecurity
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Attack Severity per Sector—- 2024
® Critical @ High Medium © Low

Multiple Targets [N e
Gov/Mil/LE NG
Healthcare IR
Financial / Insurance [ e
icT I e
Education NN
Manufacturing. |
News / Muttimedia D 00
Wholesale / Retail [ N G e

ientitc 11 schnical IS S
/Scientific/ Technical
0% 10% 20% 30% 40% 50% 60% 70% 80%

90% 100%

© Clusit - Rapporto 2025 sulla Cybersecurity
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EERGral Regulation (EU) 2016/679

Data of the European Parliament and of the
fstection Council of 27 April 2016

Regulation

Network & Information Security Directive (NIS2)

“o December 14, 2022 Ullil‘#!!llllllllllh
(Member states had time until October 17, 2024) |
WORK L
VMIPIE?'?IK lllllll
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Loss / Compromission of Data

Disruption of Service

Organizational mission (and regulatory
mandate) cannot be fullfilled

28/10/2025 - 16
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Value of Healthcare Data

Highly sensitive data: contain personal, medical, insurance, and
financial information (name, ID number, diagnoses, reports,
prescriptions, test results, etc.).

Difficult to change: unlike credit cards, a healthcare identity cannot be
“deactivated” or replaced.

Profitable black market: on the dark web, a complete medical record
can be worth 10 to 100 times more than a stolen credit card

Malicious uses: insurance fraud, extortion, medical identity theft, or
personalized phishing campaigns.

SERVIZIO SANITARIO REGIONALE Why are they Attacki ng Us?

Value

VALUE OF
HEALTH DATA

28/10/2025- 17
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Vulnerabilities of Healthcare Systems

Outdated infrastructure: many hospitals still use old, often unpatchable
software and devices.

Connected medical devices (loMT): infusion pumps, monitors, CT @

scanners, etc., connected to networks but with poor security measures. u
. . . . VULNERABILITY
Poor network segmentation: an infection can quickly spread from a OF HEALTH

clinical workstation to critical systems. INFORMATION SYSTEM:!

Limited cybersecurity resources: IT budgets are often smaller than in
other high-risk sectors.

28/10/2025 - 18
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Immediate Impact and Leverage for Ransom

Critical, non-stoppable services: blocking a hospital or diagnostic
lab can put lives at risk.

High pressure to pay: in ransomware attacks, the urgent need to .
restore operations often leads victims to pay the ransom. [/

MEDIA IMPACT
Media impact: attacks on hospitals draw major public |N?:%:EAAA'LHON

attention, useful for criminal groups seeking visibility
or political pressure.

_ GAZZETTADIMODENA  GAZZETTADIMODENA

28/10/2025- 19
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Why are they Attacking Us ?
Complexity

Organizational Complexity and Interconnection

Multiple actors: hospitals, health authorities, labs, general 1 e 3
practitioners, pharmacies, insurers, external providers — all 7R
interconnected and sharing data. OH=H1HC
/.

Rapid adoption of digital technologies: telemedicine, cloud -

: : . COMPLEXITY AND
se.rwces, ano! (.electronlc.health records often implemented INTERCONNECTION
without sufficient security. OF HEALTH

Third-party dependencies: software vendors, maintenance
contractors, cloud or diagnostic providers are common vectors for
indirect attacks (supply chain attacks).

28/10/2025 - 20
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What are the causes ?
Visibility

Visibility - Geopolitical or Ideological Motivations

Cyberwarfare: healthcare structures may be targeted in hybrid

warfare contexts (e.g., Ukraine). 77T\ @
AERA @

1T
Hacktivism: ideological groups may attack healthcare institutions for \\ 1/~

ethical or political reasons (vaccines, abortion, privacy, etc.). GEOPOLITICAL AND
IDEOLOGICAL
VISIBILITY
OF HEALTH

28/10/2025 - 21
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Care delivery IT Security
and patient R e
safety

vuinerability test
1. Obsolete or Unsupported Operating Systems
e 2. Non-Upgradable Software and Unpatchable Firmware
3. Default Passwords or Weak Credentials
4. Unencrypted Communications
5. Insecure Remote Accessibility
6. Supply Chain Vulnerabilities

7. Lack of Network Segmentation
8. Risk of Operational Manipulation

— e ——————— " - 28/10/2025 - 22
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MLAROUAGNA (SOl EMRAM @
i ———— 2= Complex digital ecosystem — Supply Chain
External Maintenance Operating System
Provider Manufacturer

Software Solution
Manufacturer

External Quality
Control Provider

LIS Integration
Provider

28/10/2025 - 23
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Not one system — many systems

AUSL Reggio Emilia:
220 IT systems
>600 connected devices

Not one manufacturer/vendor — many
manufacturers/vendors (with diverse
technological background and level)

AUSL Reggio Emilia:
>400 manufacturers

Not all within the same scope/control
(e.g. home care ! Outpatient outposts)

AUSL Reggio Emilia:
>200 network sites
>300 connected external networks

>300 external mobile clinical connections
28/10/2025 - 24
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® Malware 32%

% Undisclosed 25%

@ Vulnerabilities 15%

© DDoS 8%
Phishing / Social Engineering 8%

@ Identity Theft / Account Cracking 6%
Multiple Techniques 5%

@ Web Attack 1%

© Clusit - Rapporto 2025 sulla Cybersecurity
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solation !
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... iIsolation and rigid use-cases !

Palmanova, Italy

27
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Cifisn.  EMRAM G Cybersecurity in Healthcare in today world...
""""" Segmentation

Segmentation
requires

mapping of processes
and access limitation

28
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Antimalware - Monitoring and Management

XDR - Extended Detection and Response

A unified security solution that integrates data from multiple sources
(endpoints, networks, servers, cloud workloads) to provide
centralized threat detection, investigation, and response.

EDR - Endpoint Detection and Response

Focuses on detecting, investigating, and responding to threats on
endpoint devices (like computers and servers). It provides visibility

: : : into endpoint activity and helps contain and remediate attacks.
Client-based monitorin N .
g NDR — Network Detection and Response
Se r\[er-based monito ring Monitors network traffic to detect suspicious behavior and threats. It

. . uses techniques like behavioral analytics and machine learning to
Network-based monltorlng identify anomalies and respond to network-based attacks.
SIEM - Security Information and Event Management
Collects and analyzes log data from across an organization’s IT
infrastructure to detect threats, ensure compliance, and support
incident response. It provides real-time monitoring and historical
analysis.

29
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MINIMAL PERMISSION Multi Factor Authentication MULTI-FACTOR
POLICY AUTHENTICATION

LIMITED LEAST REDUCED

ACCESS PRIVILEGE RISK
Restrict user Grant the Prevent
rights to minimum exploitation
eeeee tial level of and data U S E R LI F ECYCLE
S breaches
Minimal Permissions i
: a :
< [ 4
O aX
ONBOARDING OFFBOARDING
Create user : Disable
identities and o ccounts after
redentials : departure

permissions

Users lifecycle management

28/10/2025 - 31
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Basic cyber hygiene practices and security training

As part of the cybersecurity risk management
measures required by NIS2, entities must
implement security training programs for their
staff. This includes ensuring that personnel are
aware of cyber threats, know how to respond to
incidents, and follow best practices in cyber
hygiene.

28/10/2025 - 32
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Network Operations Center
Security Operations Center

Monitoring of:
- Abnormal network traffic / behavior
- Indicators of Compromise

Fast Reponse

clo

o 6

28/10/2025 - 33
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Vulnerability Assessment and Penetration Test

First step: awareness of possible weak-points

Vulnerability Assessment Penetration Test

From this step a Cybersecurity Development Plan
is drafted and implemented

28/10/2025 - 34
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What to detect

How to report it

What to do immediately
(Immediate/Fase Response)

Contingency Plan

28/10/2025 - 35
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Let’s Wrap Up

We are a relevant target for
cyber-criminals

Cybersecurity is a growing issue
Issue is NOT ONLY loss of data
We cannot close eveything

Everybody has to actively pursue
cyber-security measures

We have to be ready !

28/10/2025 - 36
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Thank you

Any questions ?

N
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